THE HELP GROUP

WatchGuard - SSL-VPN Remote Access Connection Procedures

Summary: This procedure details the steps necessary to install the SSL-VPN client software and connect to The
Help Group network using Windows computer and Chrome browser.

I. Installing the VPN Client

1. To download the VPN client for Windows OS, click on the link below:

https://vpn.thehelpgroup.org/sslvpn.htm

The link will open in your default browser.

=
@ Privagy error x o+
< € A Notsecurz | vpn.thehelpgroup.org * @ :

A

Your connection is not private

Attackers might be trying to steal your information from vpn.thehelpgroup.org (for
example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

[ Help improve Chrome security by sending URLS of some pages you visit, limited system

nformation, and some page content to Google. Privacy policy

2. Click on “Advanced button”

Advanced

3. Once you have clicked advanced, on the bottom of the page, click on the link that starts with
“Proceed to vpn.thehelpgroup.org/sslvpn.htm”

[J Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

Hide advanced Back to safety

This server could not prove that it is vpn.thehelpgroup.org; its security certificate is not
trusted by your computer’s operating system. This may be caused by a misconfiguration or
an attacker intercepting your connection.

Proceed to vpn.thehelpgroup.org (unsafe)
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WatchGuard - SSL-VPN Remote Access Connection Procedures

Installing the VPN Client (continues)

4. The WatchGuard VPN login Page will load

< C A Notsecure | vpn.thehelpgroup.org/ssivpn_logon.shtml

Username: | ‘
& .
@atchGuard et

Domain: thehelpgroup:org v

[ Login || Reset

= — =

5. Login with your Windows username and password

Username: glyakhovesky

Password: Iooooouoo|

&chGuard'

Domain: thehelpgroup.org v

Login | Reset

6. When following page will load, click on “Download” Mobile VPN with SSL client software for Windows

@ User Authentication X +

C A Notsecure | vpn.thehelpgroup.org/sslvpn_download.shtml

&
Wecroor:

Items available to download

Mobile VPN with SSL client software for Windows
Use this client to make a secure VPN connection to the

company network from a Windows computer.
/ _Download

Mobile VPN with SSL client software for Mac

‘é ‘ Use this client to make a secure VPN connection to the
company network from a Mac computer.
Download
8 Mobile VPN with SSL client profile
o Import this profile to enable a secure VPN connection from any
SSL VPN client that supports .ovpn configuration files.
Download

Logout

The Help Group

&

Download

Mobile VPN with SSL client software for Windows

Use this client to make a secure VPN connection to the
company network from a Windows computer.
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WatchGuard - SSL-VPN Remote Access Connection Procedures

I. Installing the VPN Client (continues)

7. Confirm file downloaded, click on the arrow up and select Open.

WG-MWPN-55L (1).exe

2.2/22 M8

8. Please click on Run

W WG-MVPN-55L [1).exe v

Show in folder

Open
L'I%pen files of this type

Open File - Security Warning

==

Do you want to run this file?

Mame: ..re\localadmin\Downloads'\WG-MVPH-55L (1].exe

Publisher: WatchGuard Technologies, Inc.

Type: Application

From: ChUsers\localadmin\Downloads\WG-MVPH-S5L ...

[/ Run ] [ Cancel
4

7

l W WG-MVPN-55L (1).exe

Open
L-I%pen files of this type

Show in folder

9. Click “Yes” when the Windows User Account control message comes up

'@' User Account Control
- ,"

Program name:

File origin:

(v) Show details

Verified publisher:

Q‘] Do you want to allow the following program to make

changes to this computer?

WatchGuard 55L VPN installer for Windows
WatchGuard Technologies, Inc.
Downloaded from the Internet

/{1ves [ No |

Change when these notifications appear
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I. Installing the VPN Client (continues)

10. VPN Client installer will load. At the first welcome screen, click Next to continue.

l@’ Setup - Mobile VPN with S5L client

Welcome to the Mobile VPN with
SSL dient Setup Wizard

This will install WatchGuard Mabile VPN with SSL dient 12.5.2
on your computer,

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

N

@atchGuard"

/ Mext = ] [ Cancel

/
11. At the following screens, click Next:

@ Setup - Mobile VPN with SSL client == ——— —
@ Setup - Mobile VPN with SSL client [ e
Select Destination Location Cd
Where should Mabile VPN with S5L dient be installed? Select Components ' g
Which components should be installed?
l Setup will install Mobile VPN with S5L dient into the following folder, Select the components you want to install; dear the components you do not want to
! install, Click Next when you are ready to continue.
To continue, dick Mext. If you would like to select a different folder, dick Browse., [Full installation =
ogram Files (x86)\WatchGuard \WatchGuard Mobile VPN with 55 Required Files
Tap driver
|
LU
At least 7.6 MB of free disk space is required. Current selection requires at least 7.6 MB of disk space.
|
< Back ]i Next = ] [ Cancel [ < Back ][ Mext = ] [ Cancel
! . = X =
. Z 4
/ Z

W~ Setup - Mobile VPN with SSL client -

Select Start Menu Folder
’ Where should Setup place the program's shortcuts?

7
U Setup will create the program's shortcuts in the following Start Ment
—

To continue, dick Next. If you would like to select a different folder, dick Bro!

NatchGuard\Mobile VPN with SSL dient! Br¢

< Back Next >
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12. At the following screen, check boxes ‘Create a desktop’ and ‘Quick Launch icons’ and click Next:

W Setup - Mobile VPN with S5L client — x
Select Additional Tasks -
Which additional tasks should be performed? @

Select the additional tasks you would like Setup to perform while installing Mobile VPN
with 55L dient, then dick Mext.

Additional icons:
Create a desktop icon
Create a Quick Launch icon

< Back Cancel

13. At the following screen, click Install and after Finish to complete the setup:

Note: If you get a second prompt “Would you like to install the device software” click install

.
W Setup - Mabile VPN with SSL client %

Ready to Install >
Setup is now ready to beain installing Mobile YPN with S5L dient on your

computer.,

[=] Windows Security X

Would you like to install this device software?

Mame: TAP-Windows Provider V9 Network adapters
Click Install to continue with the installation, or dick Back if you want to review or [@] Publisher; OpenVPN Technolagies, Inc.
change any settings. ’

Destination location:

C:\Program Files (x86)\WatchGuardWatchGuard Mobile VPN with SSL T
rog (xBe)\ \ Always trust software from "OpenVPN Install Don't Install

Setup type: Technologies, Inc.",
Full installation

»

m

@ You should enly install driver software from publishers you trust. How can | decide which

Selected components: device software is safe to install?

Required Files
Tap driver

Start Menu folder:
WatchGuardMobile VPN with SSL dient

< Back ][ mstal | [ Cancel @ Setup - Mobile VPN with SSL client [ —

Completing the Mobile VPN with
SSL dient Setup Wizard

Setup has finished installing Mobile YPM with SSL dient on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Launch Mobile VPM with SSL dient
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II. Configuring the VPN Client and running for a 15 time

14. WatchGuard VPN Client login screen comes up, use the following information to login and when
completed press Connect

Server: vpn.thehelpgroup.org

User name: THG Windows login name
Password: THG Windows Password

W’ WatchGuard Mobile VPN with @ @ WatchGuard Mobile VPN with SSL (]

Firebox SSL Filzbox SSL
Server: || = Server: | vpn.thehelpgroup.org -]
User name: I User name: | glyakhovesky
Password: |

Password: I wmmmei

v mati )
v Automatically reconnect [l Automatically reconmect

[~ Remember password [ Remember password

Connect I Cancel ﬁl&mﬁ Cancel

Version 12.5.2 (Build 606431)

Viovcinn T2 & 2 fDild ENEAIT)

15. When prompted Click “Yes” to proceed

Security Alert >

ri‘"l This page requires a secure connection which includes
?. server authentication.

The Certificate |ssuerfor this site is untrusted or
unknown. Do you wish to proceed?

Yes | Mo I View Certfficate Mare Info

16. Please note if the second login prompt comes up, type you windows login password to proceed otherwise
skip this step.

17. The Mobile VPN will complete the configuration and connect to the THG network. The client will be
minimize next to the system clock.

~

i
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WatchGuard - SSL-VPN Remote Access Connection Procedures

II. Configuring the VPN Client and running for a 15 time (continue)

18. To complete configuration, Disconnect and after Exit the VPN client.

Note: Please refer to this step when you need to disconnect from the Company Network.

/VDiscn:nnned:

Status...

View Logs...

Properties...

I About...

= Exit

I1l. Using VPN Client

*** Once the VPN program is installed on your computer, you no longer need to go through the
installation process again to connect to VPN (Above Instructions Part | and II).

*** Just follow the simple steps below to reconnect to VPN.

19. To start the VPN client please click on the Mobile VPN with SSL client

W’

i St e

20. Input you THG windows login password and press connect

@ WatchGuard Mobile VPN with SSL (S|

WatchGuard

Firebox SSL

Server: | [y paroup.org v

User name: | glyakhovesky

Connect | Cancel

Version 12.5.2 (Build 606431)
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21. VPN client will be minimized and show green lighted W upon successful connection.

IV. Access THG files

1. Open File/Windows Explorer. Copy/Type following into address bar \\thehelpgroup.org\files. and press
Enter on your keyboard.

o = | files
Vi
Home Share WView
b
+ BOEe L (B X =
w. Copy path ~ x
Pin to Quick Copy Paste _ Move Copy Delete Rename Mew
p access [7] Paste sharteut ta to - folde
p Clipboard Cirganize
i €
o~

2. If you using a Home computer, the login prompt will come up to input THG Windows username and
password.

*** PLEASE BE SURE TO TYPE IN

thehelpgroup.org\ USERNAME i.e. ‘thehelpgroup\jdoe’ and your password.

Enter Network Password

Enter your parinded 12 Conred! 1o thehelpgroug cog

/
thehelpgroup|jdoe

_-J Domain LOCALCOMP

Femember rvy Credentah

I
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WatchGuard - SSL-VPN Remote Access Connection Procedures

1= | files”
Home Share Tew
" + :3( N
=l > e
ck t 2 Delete New
2] t - folder
Clipboard Organize Ne

» P L > Network > thehelpgroup.org » files
Name Date modified

7 2017-18 LAUSD Master Contract Applicat...
5 ABAS-II

Accounting Docs

ADMIN

Admissions Record
Admissions-Rentention Tracking
Admissions-transfer

Advance LA

ALA Summer Institute

Alliance
A 1o c

IV. Access SOL files

1. To Access SQL. Open Web Browser and paste following link “http://clients.net.thehelpgroup.org”

- ]
L B;litp:// clients.net thehelpgroup.org/] - & || Search.. o~
@ The Help Group Dot Net L7
File Edit View Favorites To Help

=

"‘!7] SQL .NET Intranet Application

Client / Provider Information and Service Data Processin
Updated for 2019 RSY

User
Name: | |

Password: | | [ Legin |

If you have forgotten your password or need help,
email Freddy Carias or dial 5303

Click here for Login Instructions.

Kind regards,
George Hornberger
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